Attachment

Part 1 - Procedure to enable the TLS 1.2 setting

1. Open Internet Explorer and select Internet Options from the Tools menu®.
2. Select the Advanced tab.
3. Check the “Use TLS 1.2” option.

Internet Options

| General I Security I Privacy I Content I Connections | Programs | Advanced

Settings

Enable Integrated Windows Authentication™ P
Enable native XMLHTTP suppart

Enable SmartScreen Filter

[] Enable Strict P3P Validation®

Send Do Mot Track requests to sites you visitin Internet E I
[C] usessL 2.0

] usessL 3.0
[l useTs 1.0

< Use TS 1.2

certificate address mismatch® |
[] warn if changing between secure and not secure mode |E |
‘Warn if POST submittal is redirected to & zone that does nl

4 1 | 3

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition. —

‘You should only use this if your browser is in an unusable state,

[ [a]4 J[ Cancel ][ Apply ]

4. Click Apply and OK to close the Internet Options window.

1 Users should consult with their IT support team on whether the setting can be amended by users directly or
must be done by IT through Group Policy.



Attachment

Part 2 - Procedure to verify the connectivity using TLS 1.2 in HKICL’s Member Test

1.

environment

For accessing various systems in the Member Test environment, open Internet Explorer to login
SWIFT WebAccess and then click on relevant URL’s:

For Direct Participants/CMU Participants to access eMBT/eCMT via SWIFT WebAccess —
https://hkicl-rtgs-gui-pilot-stptest.swiftnet.sipn.swift.com/stp/login

For Global Users to access eMBT via SWIFT WebAccess —
https://hkicl-rtgs-gui-pilot-stptest.swiftnet.sipn.swift.com/stp/ndp/login

For TR Participants to access HKTR Ul Function via SWIFT WebAccess -
https://hkicl-tr-pilot-memtest.swiftnet.sipn.swift.com/tr/mem/login

or

https://hkicl-tr-pilot-simtest.swiftnet.sipn.swift.com/tr/sim/login

A successful logon screen will be displayed, which indicates that the connectivity test is
completed successfully using TLS 1.2 protocol:

For eMBT and eCMT
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Hong Kong Trade Repository

For any connectivity issues, please contact HKICL Service Management at +852 2533 1100 or
hkicl@hkicl.com.hk.

~~ End ~~
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